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proven methodology for securing asite. Details are provided with regard to
specific risks, so that everyone concerned with the sites' security can learn to
clearly see them, and make accurate assessments of potential solutions.
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Editorial Review

Amazon.com Review

Keeping an Internet server safe from bad guys is a serious undertaking. For one thing, the server's very
mission--providing access to information to legitimate users across the I nternet--makes it hard to provide
security transparently. On top of that, the hacker universe is extremely large and diligent and can devote all
kinds of time to devising new attacks. Just keeping up with software publishers' patches and recommended
procedures can be a serious drain on your time. Internet Site Security aims to make the server security
mission alittle easier by briefing its readers on general risks and recommended security strategies. The team
of three authors focuses on TCP/IP generically, with alittle bit of extrainformation on HTTP and SNMP.
Other Web services, such as mail transport, FTP, and distributed applications, aren't well covered.

The authors--all engineers from the same security consultancy, one of whom has his Certified Information
Security Systems Professional (CISSP) rating--do a good job of explaining some of the waysin which
nefarious types come after your servers. Readers learn what a denial-of-service attack is, and how a man-in-
the-middle scheme works. It's al accurate and fairly comprehensive, though there's nothing really
revolutionary about it. Thisisjust solid coverage of the security issues surrounding servers that provide
Internet services to awide and generally unsecured audience. If you've not read about that before, this book
is adecent choice. --David Wall

Topics covered: The sorts of attacks to which Internet-connected servers are subject, explained in a TCP/IP-
centric and generally operating-system-neutral way.

From the Back Cover

In this book you'll learn all the fundamental techniques and technol ogies needed to develop a secure
connection to the Internet. Before selecting afirewall, VPN, or intrusion detection system, you must define
exactly what your information assets are, who needs to get to them, and what the external and internal threats
to those assets are. I nternet Site Security walks you through the process of assessing your Internet
environment and devel oping the procedural and technical policies required to protect your critical
information and network resources.

After helping you develop an information security program, this book details the technologies required to
implement network and server security measures. Y ou will learn about the real-world details (and "gotchas")
of firewalls, virtua private networks, authentication, and intrusion detection. Y ou'll then put the pieces
together using several architectures suitable for the enterprise and for small business networks. Finally, the
book examines the common mistakes that custom Internet application devel opers often make and provides
solutionsthat all software developers should know to ensure that their code can weather the harsh
environment of the Internet.

In Internet Site Security you will

- Learn how to develop a complete strategy for deploying a secure Internet site

- Examinetypical Internet site architectures and security considerations using real-world examples
- Learn strategies for justifying a security budget to management

- Understand how to secure Windows NT®/2K and Unix® operating systems

- Develop secure Internet applications

- Create secure Internet site architectures that integrate firewalls, intrusion detection,



- networking components, and policy
- Build an Incident Response Plan and learn how to conduct forensic investigations
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About the Author

Erik Schetina, CISSP, isthe CTO for TrustWave Corporation (http://www.trustwave.com). He spent 14
years with the U.S. Department of Defense (DoD) devel oping information security systems and public key
cryptosystems. He has worked with national and international firms to develop managed security and
intrusion detection systems. He is a member of the Information Security Consortium and a Certified
Information Systems Security Professional (CISSP).

Ken Green isasenior security engineer for TrustWave Corporation where he works extensively on intrusion
detection systems, firewalls, and virtual private network initiatives. A former technical director and senior
electronic engineer for the DoD, Ken is arecognized expert in the areas of telecommunications and data
network analysis and protocols, including TCP/IP, IPsec, VPNs, Microsoft Networking, ATM,
SONET/SDH, Frame Relay, and SS7.

Jacob Carlson isasenior security engineer for TrustWave Corporation. His primary roleisleading the
penetration testing and vulnerability assessment team. In his copious free time he likes breaking things and
writing code.
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Users Review

From reader reviews:
LisaMartin:

Information is provisions for folks to get better life, information presently can get by anyone in everywhere.
The information can be a expertise or any news even a huge concern. What people must be consider if those
information which isin the former life are challenging to be find than now's taking seriously which oneis
suitable to believe or which one the resource are convinced. If you find the unstable resource then you buy it
as your main information there will be huge disadvantage for you. All of those possibilities will not happen
throughout you if you take Internet Site Security as the daily resource information.

Bob Pratt:

Reading a e-book can be one of alot of task that everyone in the world adores. Do you like reading book
therefore. There are alot of reasons why people enjoyed. First reading a e-book will give you alot of new
facts. When you read a guide you will get new information because book is one of numerous ways to share
the information or maybe their idea. Second, reading through a book will make anyone more imaginative.
When you reading through a book especialy fiction book the author will bring that you imagine the story
how the personas do it anything. Third, it is possible to share your knowledge to other folks. When you read



this Internet Site Security, you can tells your family, friends and soon about yours reserve. Y our knowledge
can inspire different ones, make them reading a book.

David Musick:

Y our reading sixth sense will not betray a person, why because this Internet Site Security reserve written by
well-known writer who knows well how to make book that could be understand by anyone who al read the
book. Written with good manner for you, still dripping wet every ideas and publishing skill only for
eliminate your personal hunger then you still hesitation Internet Site Security as good book not merely by the
cover but also by content. Thisis one book that can break don't ascertain book by itsinclude, so do you still
needing yet another sixth sense to pick that!? Oh come on your reading through sixth sense already alerted
you so why you haveto listening to a different sixth sense.

Wendy Ray:

Y ou may spend your free time to see this book this publication. This Internet Site Security is simple bringing
you can read it in the playground, in the beach, train and also soon. If you did not have much space to bring
typically the printed book, you can buy the e-book. It is make you better to read it. Y ou can save the actual
book in your smart phone. Therefore there are alot of benefits that you will get when one buys this book.
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