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“If you have any interest in writing .NET programs using Active
Directory or ADAM, thisisthe book you want to read.”
—dJoe Richards, Microsoft MVP, directory services

Identity and Access Management are rapidly gaining importance as key areas of
practicein the IT industry, and directory services provide the fundamental
building blocks that enable them. For enterprise devel opers struggling to build
directory-enabled .NET applications, The .NET Developer’s Guide to Directory
Services Programming will come as awelcome aid.

Microsoft MV Ps Joe Kaplan and Ryan Dunn have written a practical
introduction to programming directory services, using both versions 1.1 and 2.0
of the .NET Framework. The extensive examplesin the book arein C#; a
companion Web site includes both C# and Visual Basic source code and
examples.

Readers will

- Learn to create, rename, update, and del ete objects in Active Directory and
ADAM

- Learn to bind to and search directories effectively and efficiently

- Learn to read and write attributes of all typesin the directory

- Learn to use directory services within ASP.NET applications

- Get concrete examples of common programming tasks such as managing
Active Directory and ADAM users and groups, and performing authentication

Experienced .NET devel opers—those building enterprise applications or simply
interested in learning about directory services—will find that The .NET
Developer’s Guide to Directory Services Programming unravels the
complexities and helps them to avoid the common pitfalls that developers face.
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Editorial Review
From the Back Cover

"If you have any interest in writing .NET programs using Active Directory or ADAM, thisis the book you
want to read.”
"--Joe Richards, Microsoft MV P, directory services'

I dentity and Access Management are rapidly gaining importance as key areas of practicein the IT industry,
and directory services provide the fundamental building blocks that enable them. For enterprise developers
struggling to build directory-enabled .NET applications, "The .NET Developer's Guide to Directory Services
Programming "will come as awelcome aid.

Microsoft MV Ps Joe Kaplan and Ryan Dunn have written a practical introduction to programming directory
services, using both versions 1.1 and 2.0 of the .NET Framework. The extensive examplesin the book arein
C#; acompanion Web site includes both C# and Visual Basic source code and examples.

Readers willLearn to create, rename, update, and delete objectsin Active Directory and ADAMLearn to bind
to and search directories effectively and efficientlyLearn to read and write attributes of all typesin the
directoryLearn to use directory services within ASP.NET applicationsGet concrete examples of common
programming tasks such as managing Active Directory and ADAM users and groups, and performing
authentication

Experienced .NET developers--those building enterprise applications or ssmply interested in learning about
directory services--will find that "The .NET Developer's Guide to Directory Services Programming” unravels
the complexities and helps them to avoid the common pitfalls that devel opers face.

About the Author

Joe Kaplan worksin Accenture sinternal IT organization, building enterprise applications using the .NET
Framework. He specializes in directory services programming, for which he has been recognized as a
Microsoft MV P. An industry veteran of more than thirteen years, he also thrives on working with the
development community and solving real-world problems.

Ryan Dunn of Avanadeisa.NET developer and architect with experience in awide range of industries and
technologies. He has consulted on a number of projectsto integrate clients’ applications with Active
Directory and ADAM. Ryan isaMicrosoft MVP for ASP.NET, though he currently focuses primarily on
directory services. Ryan can be reached on the Web in the ASP.NET forums or through his blog at
http://dunnry.com/blog.

Excerpt. © Reprinted by permission. All rights reserved.

We wrote this book with the vision that it would be the definitive guide for helping devel opers leverage
directory services from Active Directory and Active Directory/Application Mode (ADAM) in their .NET



applications. Even though version 1.0 of the NET Framework shipped in 2001 with a namespace called
System Di rect or ySer vi ces (SDS) for doing this kind of work, the resources available to developers using
these technol ogies have lagged behind. Thisisthe book that we fervently wished we had back when we were
first developing software for Active Directory. It was an idea that took alittle while to come to fruition:
Perhaps a bit of our back story will help to frame our perspective.

Ryan was working at avery large professional services firm that was selling off its consulting services
capahilities. As part of the separation, anew I T infrastructure needed to be created. It fell to Ryan to figure
out how to automate HR data feeds to provision Active Directory accounts and how to manage al of it with
only a skeleton crew and a few custom apps. Thiswasin the .NET version 1.0 beta 2 timeframe and .NET
seemed promising.

Separately, but in an eerily similar vein, Joe was working in the I T organization of alarge professional
services firm that was contemplating a massive email system migration from a popular groupware platform
to Microsoft’s Exchange 2000 Server. Exchange works on top of Active Directory, and Joe was asked to
help out on the integration project between Active Directory and the groupware system’s directory.

Both projects required a heavy dose of directory services magic to tie the systems together and migrate from
the competing platforms. The applications were not simple scripts, but complex systems and web
applications requiring a more in-depth approach. But as we began to wade into the code, we noticed there
were quite a few rough edges to be sorted out. Exactly how do we make the Lightweight Directory Access
Protocol (LDAP) code work correctly in ASP.NET? What were al of those flags used for? How do we make
these objects behave the way we expect? How do we extend the schema to accommodate our own custom
businesslogic?

Naturally, we went to the web-based message boards and newsgroups seeking advice, but found very little.
Some people had some of the answers if we trandated their logic from scripts or C++ programs, but more
people were asking than answering. With hard work and sometimes-fortuitous chance, we eventually pieced
it together, but it was far more difficult than it needed to be.

Flash forward to 2006: The .NET Framework has matured significantly, with a milestone 2.0 release, and so
has the .NET development community. Books and resources abound for just about every topic you could
imagine. However, directory services programming still remains obscure and confusing.

This lack of guidance is somewhat ironic given that the enterprise directory continuesto gain prominencein
the organization. It is no longer just the province of ateam of administrators writing scripts. It has become a
key source of datafor many full-scale applications, with some even building complex identity life cycle
management processes on top of it.

We stuck around the message boards, and over the last several years, we worked actively in the online
development community to help developers of all stripes solve their directory services devel opment
problems. We know from our work in the community that there tendsto be alot of confusion on how best to
leverage what became of Active Directory Service Interfaces (ADSI) in the new managed model of

System DirectoryServices.

We took the most common problems that devel opers wrestle with in this space and tried to address them in
turn. By the time you finish reading this book, we hope that your directory services programming will be
much more effective than before.

Our approach for this book tends to be very pragmatic. We focus heavily on code samples showing how to
do things the right way, sometimes at the expense of brevity. However, we do not hesitate to dig under the



covers and provide answers for how things really work. We start with the basic skills that every directory
services devel oper should understand and build a solid foundation. We then layer on more advanced topics
and scenarios that we have run into firsthand and that we know from our work in the community that
developers till struggle with. When we are done, you should have all the tools needed to tackl e the advanced
scenarios and build the types of applications you need.

Outside of this book, we endeavor to support our readers by making examples, errata, additional topics, and
tools available on our companion web site, www.directoryprogramming.net.

What |s Covered?

The book primarily focuses on programming LDAP with the Syst em Di r ect or ySer vi ces hamespace. At
times, we address the new additionsto .NET, Syst em Di rect or ySer vi ces. Act i veDi rect ory (SDS.AD) and
Syst em Di rect or ySer vi ces. Prot ocol s (SDS.P), when thereis functionality or a scenario that is not
addressed with Syst em Di rect or ySer vi ces, although complete coverage of al of the new bits will require
another book.

We take the approach of covering both the 1.1 and 2.0 versions of the .NET Framework. We realize that
many developers will be working in both environments for years to come. Even for devel opers who may
never use older versions, it is useful to learn the newer features by understanding the previous shortcomings.

The book also focuses on Microsoft’s primary LDAP directory service product, Active Directory, with afair
amount of coverage of ADAM as well. While we do not provide specific examples of targeting non-
Microsoft directories, we do try to point out the issues that are most likely to affect you, and how to avoid
them.

The book is divided into two parts. Part | (Chapters 1-9) is all about the fundamentals of LDAP
programming. It introduces the key concepts and provides a solid foundation upon which to build any type of
directory services application. Part Il (Chapters 10-12) is about applying the fundamentals from Part | to
real-world problems and provides more of a*“cookbook” approach. The topicsin these last chapters come
from what we see developers wrestling with everyday and our own experiences as we struggled to learn this.

Chapter 1 introduces the basic concepts of LDAP and discusses the key directory services that the book
focuses on, Active Directory and ADAM. In Chapter 2, we continue the introduction with a survey of the
APlsavailable for programming LDAP using the NET Framework and discuss how they relate to each
other.

Starting with Chapters 3 and 4, we cover the basic mechanics of accessing Active Directory or ADAM. In
Chapter 3, we focus in detail on connecting to the directory, as well as creating, moving, renaming, and
deleting objects. Chapter 4 covers the basics of searching. Searching is the fundamental activity of LDAP
programming, so asolid grounding is essential.

Chapter 5 continues with the searching theme, but goes into detail on the advanced topics. The 2.0 rel ease of
the .NET Framework has added a host of new searching features, so we cover all of these here and provide
complete samples.

Chapter 6 focuses on the intricacies of reading and writing attributes in the directory. We discuss all of the
different attribute syntaxes, including the ones that tend to give developers the most trouble.

Chapter 7 covers LDAP schema and extensions, explaining key points that the enterprise devel oper should
know for designing new schema.



We delve into the Windows security model in Chapter 8, addressing not only LDAP security and how it
integrates with Windows security, but also the challenges of the security context in the ASP.NET
environment. We will show you how to use Kerberos del egation and teach you common issues to look for.
We also cover access control lists (ACLS) in Active Directory and ADAM and discuss the code access
security (CAS) model in the .NET Framework, aswell as how it appliesto directory services programming.

Chapter 9 explores syst em Di rect or ySer vi ces. Act i veDi rect ory. This new namespace was introduced with
.NET 2.0 and included many new capabilities for managing Active Directory and ADAM. We focus on one
of the most useful features, the Locator service built into Active Directory that finds domain controllers on
the network.

In Chapters 10, 11, and 12, we shift our focus from fundamentals to practical solutions for common
problems. Some of these scenarios are advanced, but by this point, we should have you prepared to tackle
them. Chapter 10 discusses user management in detail and provides awealth of useful samples, aswell as
real answers to common problems. Chapter 11 covers group management in detail. We conclude in Chapter
12 with avariety of different approaches for authentication with LDAP, including a discussion of the
aternatives.

We also include three appendices. Appendix A shows some different approaches for doing COM interop in
.NET. COM interop is often required when working with these technologies, so it is useful to know the
options here. Appendix B provides our list of “must-have” tools for LDAP programmers working with
Active Directory and ADAM. Finally, Appendix C attempts to provide a cross-reference of common errors
to topicsin the book that deal with those problems. If you are stuck and need an answer fast, Appendix C
might help you to use the book more effectively. We also tell you how to get in touch with usif you can’'t
find what you are looking for here.

Target Audience

This book was written with the NET enterprise application developer in mind. Whileit is generally
applicable to any .NET developer doing directory services programming, we have included many topics of
specific interest to the enterprise audience, including performance, scalability, and security scenarios. If you
arenew to .NET or programming in general, this may not be the book for you. We assume an overall
moderate level of comfort and do not explain basic programming techniques.

The samplesin the book are primarily in C#, but we do not specifically target C# developers. The samples
try to focus on the usage of the classes themselves and not on the specific programming language. In cases
where there are substantial differences beyond curly braces and semicolons, we show Visual Basic .NET
samples aswell. Additionally, al of the book’s samples are available in both C# and Visual Basic .NET on
the book’ s web site.

Prerequisites
To run the samples in this book, you will need the following.

- The .NET Framework (either SDK or redistributable). Version 2.0 is preferred, but 1.1 will sufficeto a
lesser extent.

- Active Directory on Windows 2000 Server or Windows Server 2003, or ADAM on Windows XP or
Windows Server 2003.

- For ASP.NET examples, Windows 2000 Server, Windows Server 2003, or Windows XP running I1Sis
required.



Visual Studio .NET (either the 2005 or the 2003 version) is helpful, but not required.

Users Review
From reader reviews:
Doris Geer:

The experience that you get from The .NET Developer's Guide to Directory Services Programming may be
the more deep you digging the information that hide in the words the more you get enthusiastic about reading
it. It doesn't mean that this book is hard to comprehend but The .NET Developer's Guide to Directory
Services Programming giving you excitement feeling of reading. The author conveys their point in particular
way that can be understood simply by anyone who read this because the author of this guide is well-known
enough. This particular book also makes your current vocabulary increase well. It istherefore easy to
understand then can go to you, both in printed or e-book style are available. We propose you for having this
specific The .NET Developer's Guide to Directory Services Programming instantly.

FrancesHairston:

This The .NET Developer's Guide to Directory Services Programming are reliable for you who want to be
described as a successful person, why. The key reason why of this The .NET Developer's Guide to Directory
Services Programming can be among the great books you must have is giving you more than just ssimple
reading food but feed anyone with information that probably will shock your prior knowledge. Thisbook is
actually handy, you can bring it just about everywhere and whenever your conditions at e-book and printed
ones. Beside that this The .NET Developer's Guide to Directory Services Programming giving you an
enormous of experience such as rich vocabulary, giving you trial run of critical thinking that we understand
it useful in your day action. So, let's have it and enjoy reading.

Steven Campbell:

The reserve untitled The .NET Developer's Guide to Directory Services Programming is the guide that
recommended to you to learn. Y ou can see the quality of the publication content that will be shown to you
actually. The language that writer use to explained their ideas are easily to understand. The author was did a
lot of research when write the book, so the information that they share for your requirements is absolutely
accurate. Y ou also could possibly get the e-book of The .NET Developer's Guide to Directory Services
Programming from the publisher to make you more enjoy free time.

Jeffrey Primo:

As auniversity student exactly feel bored for you to reading. If their teacher inquired them to go to the
library or to make summary for some publication, they are complained. Just minor students that has reading's
soul or real their interest. They just do what the trainer want, like asked to the library. They go to right now
there but nothing reading critically. Any students feel that reading is not important, boring along with can't



see colorful photos on there. Yeah, it isto become complicated. Book is very important for yourself. Aswe
know that on this age, many ways to get whatever we wish. Likewise word says, many waysto reach
Chinese's country. Therefore, this The .NET Developer's Guide to Directory Services Programming can
make you truly feel more interested to read.
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